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Towards a Public Sector Data Space
in Luxembourg

Frameworks, services and technologies
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Bert Verdonck

CEO Luxembourg National Data Service
1993 MSc Engineering, KULeuven, Belgium

1996 PhD Medical image processing, ENST Paris, France
1996-2022 Healthcare informatics, Philips, Netherlands
Since 2020 Gaia-X

Since 2022 Data Space Support Centre

Since 2022 Luxembourg National Data Service

Since 2023 Gaia-X board member



r Background for the creation of LNDS:

Data reuse is a key enabler for innovation in Luxembourg

2019 - Ministry of the Economy 2020 - Ministry of Research and Higher Education 2023 - Ministry of Digitalisation

LU {EMBOURG .
4 strateglc axes for
successfully achieving

a digital government

Developing eGovernment

Advancing administrative
simplification

NATIONAL

THE DATA-DRIVEN INNOVATION STRATEGY RESEARCH p tine digital inclusi
FOR THE DEVELOPMENT OF A TRUSTED
AND SUSTAINABLE ECONOMY AND INNOVATION romoting digital inciusion
IN LUXEMBOURG STRATEGY
| ‘ Ensuring data governance

May 2019
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r The LNDS teams

The diverse team of experts enabling the activities of LNDS

Technology Service Enabling functions
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- How we work
Connecting data partners through data projects

Services
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Data Projects
Data Partners
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Data Data (=
Providers Consumers

Services
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r How we work throughout the data journey

Capacities, tools, processes & knowledge sharing

Data Alzgf:ss y D<|:.|’rar
Preparation isualization
P ! Data Data
Data Discovery Analysis
Collection
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. [ Released in 2023 ]
D [ Priority of 2024 ]

r Our service porifolio
Design and build a service portfolio to deliver value

Infra and Compliance Data Contentand Community
Tooling P Stewardship Quality Service

Data Cataloguing
Data Extraction,
. Enrichment and Merging
Identifier and Pseudonym
Management
Data Quality and
Curation
. Synthetic Data Factory
Data Access Request
and Review i
Data Analysis and . GDPg Working
Data Processing Visualisation Support L]

Research Data Contract Support Data Management and
Archiving Stewardship Support

Secure Processing . eI Pcrlojecbt Cog_sulnng
Environment Data Protection andignbaarding
Training

Data Management

National Community

Data Discovery and of Practice

Trusted Processing Brokerage
and Analysing

Workflows ELSI and Data

Governance
Consulting

Data Access Condition
Standardisation

Data Analysis and
Visualisation Tooling

. Data Literacy Training
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r Background for the creation of LNDS:

Luxembourg conftributes to European data space initiatives

@

General
DE]]
Protection
Regulation

EU Data Strategy

»
»

A

Ongoing EU level proposals

A

ey

Common
European

2|\

European
Health Data
Spaces

Data
Governance
Act

Open Data
Directive

Data Spaces
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r Involvement on European level

Making an impact also on European and international level
European Platform
7Yy HEALTHYcLou 2T O .
Health Research & Innovation Cloud

Y

e _o" European s
°® C.’ Genomic Data Ell l r
<%, Infrastructure

LUXEMBOURG

HDAB LU N E0SC | ENTRUST ali xar

European Network of Trusted Research Environments
Health Data Access Body
STEERS '



Ouvur context:

Common European data spaces
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Industrial &
Manufacturing
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//ﬁ 4&1 High Value
C Q(2) Datasets
Public from
Agriculture Finance Mobility Green Deal Energy Administration Skills public
sector
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* Driven by stakeholders

. Eﬂ:“ﬁwggol of data of varying degree of openness

usage rights)
* Technical tools for data pooling and sharing

)

\.

Coordinating the development of data spaces

Data Spaces Support Centre

Technical infrastructure for data spaces

Assuring common standards and interoperability

Al Testing and

Al on demand : X
Experimentation

Smart g
Edge & cloud P Marketplace ngh-Peﬁomance
Services : Computing platform g
solutions Facilities
Europe
Commi
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[Source: Daniele Rizzi (DG CNECT, G1 Data Policy

and Innovation Unit), DSSC°Kickoff+13:40.22 Brussels]
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Data sharing ecosystems evolve over time DATA SPACES

SUPPORT CENTRE

| Il 1} .
Closed Ecosystem Open Ecosystem Federation of Ecosystems

Legend
Roles: . Participant (Data Holder | Data User); . Intermediary.
Data Exchanges: = ——— Shared data incl. metadata between participants; ---- Metadata between participant and intermediary; ——— Metadata between intermediaries.

Ecosystems: (_ DClosed; Oper|_
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DATA SPACES
SUPPORT CENTRE

Business and organisational building blocks

- PN
Business Governance

Business model development Organisational form and governance authority Regulatory compliance

Use case development Participation management Contractual framework

Data product development

Data space intermediary




Data interoperability

Data models

Data exchange

Provenance and traceability

Data sovereignty and trust

Identity and attestation management

Trust framework

Access and usage policies enforcement

DATA SPACES
SUPPORT CENTRE

Data value creation enablers

Data services and offerings descriptions

Publication and discovery

Value added services



From building blocks to components

DATA SPACES
SUPPORT CENTRE

:

Value Added Services

Catalogue /

Data Space Wallet

Participant Wallet

Data, Services &
Offerings Catalogue

Participant Wallet

Data, Services &

Offerings Catalogue

Control plane Control plane

Contract Negotiation Contract Negotiation

Data Space
Data plane

Data plane

Transfer Process Transfer Process

Participant agent Participant agent

Vocabulary Hub / Notarization Service
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Are our Ecosystems ready?

No! Data Ecosystem
Disjoint Data &

Infrastructures Ecosystems S O m BL E §

Health  Industrial Mobility  pyblic Media Agriculture Culture Green  Security

Data

Untapped, fragmented, disjoint, no

5557
it

secure exchange mechanism

@;% infrastructures
- Segregated, non-reversible, non-interoperable, closed
architectures, private standards

CSP

Network/ Sector
Interconn. o specific EDGE

Providers Hyperscalers) I I clouds I

HPC

(e.g. research...)

Infrastructure Ecosysjem
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Gaia-X — Connect Disjoint Ecosystems

Advanced Services
New (Cross-) Sector Innovations / Applications build

DELF:]
Ecosystems

from service composition.

Data Spaces / Federations
Interoperable & portable (Cross-) Sector data-sets and

5557
it F

services. DATA

EXCHANGE FEDERATION

Data Exchange
Anchored contract rules for access and data usage.

Gaia-X Compliance
&3 g

Decentralized services to enable objective and
measurable trust. Infrastructure

Ecosystems
Label framework
Gaia-X and ecosystem specific Labels to ease market

adoption through autonomy and self-determination.




The Data Space Ecosystem Problem: ‘Trust’

Producer

Provider#A

Provider#B

Logistics

Common
Trust
Framework

The Business Problem:

|dentify business use
cases

Sell inside your
organization

|dentify potential
federation participants
Build consensus

Find common business
outcomes/interests
Offer reciprocal and
balanced outcomes

The Solution
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The Technical Problem:

Trusted participants identity
Trusted federation services
credentials

Trusted federation access
and usage mechanisms
Trusted federation
extensibility mechanisms
Trusted data-infrastructures
Trusted federation
governance

Trusted federator role

Have one-stop-place for
trust services

{\ 5 Common
/ Trust

LY

GXDCH ' Engine
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Web3 and Gaia-X

Is Gaia-X supporting the web3 and why?

Is web3 important for the future?

lllll

GXDCH
It is the decentralized evolution of the web Gaia-X defines a new
where participants and users can have a true standard to qualify and
form of ownership and control verify (trust) participants \
& resources in a digital Bob
It is driven by architectural principles ( collaboration
decentralization, semantic description, linked /
data objects, self sovereign identity, digital @L/
ledgers), not by adoption of specific / VCs \
technologies —_— —
—o 5° ® =
o~ . . / “
The possibilities are still the early spring phase, W “ /COmp“ance
whilst crypto is already in a winter phase Gaia-X

compliance VC

a> G 0O




Hype Cycle for Data Management, 2023 Note: Personal Data Stores: not even on here

Intercloud Data Management
Augmented Data Quality

Distributed Transactional Databases

Data Mesh
Lakehouse

Ledger DBMS
DataOps

Data Hub Strategy
Data Ecosystems

Private Cloud dbPaaS SQL Interfaces
to Object Stores

Multimodel DBMS

Data Observability

Event Stream Processing
In-DBMS Analytics

Data Product Data Fabric

Edge Data Managemen

Wide-Column DBMS

Active Metadata
Management Time Series DBM Master Data

Management
Data Classification

Self-Service Data Management

EXPECTATIONS

D&A Governance Platforms Information Stewardship

Applications

Knowledge Graphs

Operational
Intelligence

Augmented FinOps

Augmented Data Management
Data Engineering

Application Data Management
Graph DBMS

Vector Database

Generative Al for Augmented Data Catalog/
Data Management Metadata Management

B As of July 2023
Innovation Peak of Inflated Trough of Slope of Plateau of
Trigger Expectations Disillusionment Enlightenment Productivity
TIME

Plateau willbereached: O <2yrs. © 2-5yrs. @ 5-10yrs. A >10yrs. & Obsolete before plateau

https://www.gartner.com/doc/reprints?id=1-2EPAOPHR&ct=2308148&st=sb&alild=eyJpljoiU1ITZJFWME1PcVMwNMmVzaylsInQiOiJIMUhQdHczMXFpMEdwZFA20TNDRmMhBPT0ifQ%253D%253D Ga rtner,

?


https://www.gartner.com/doc/reprints?id=1-2EPA0PHR&ct=230814&st=sb&aliId=eyJpIjoiU1lTZjFWME1PcVMwMmVzayIsInQiOiJlMUhQdHczMXFpMEdwZFA2OTNDRmhBPT0ifQ%253D%253D
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Data? Datal

What is valuable data?

* Personal versus non-personal

* Open versus restricted

» Static/historical versus real-time/streamed

* Linked data / APIs

* For primary use versus secondary use (internal/external)
* Data Products

* Separate Data from Applications/Code '



I

rimary vs Secondary use

*  Primary
e Secondary internal

e Secondary external
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Data intermediaries: oil for the engine?
Services of different kinds

* Data space enabling services

* Personal data intermediaries, data operators, PIMS

* Data Governanance Act: data intermediation services

* Governance and business models still vague at this stage

-
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Regulatory technology

Can we achieve automated compliance?

* Cookie notices: great, but we should do better

* Smart contracts: pending breakthrough

* Gaia-X trust framework: from concept to production
* Solid project: from concept to production

e Data Act and Al Act bring new challenges

* Enable the user to stay in control, in balance with
economies of scale and speed of innovation
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Ethical dilemmas?

Many come from lack of
education/information, some are real

e (Citizen information portals

* Optimise consent management

* Optimise data request management

e Reduce variation in legal interpretation

* Then a smaller set of real dilemmas will remain... I



I™ Citizen Portal specification process has started —
inviting interested parties to co-create with us

* Initially: a prototype and proof-of-concept of a citizen information
portal to ease the data subject’s rights according GDPR

 For data subjects: to be informed and to exercise their rights in a simple and
consistent manner
* For data users: to inform about the categories and scope of data used

* Optionally: extend with a generic consent management service —
consent management as a service

e Eventually: a citizen information portal for information on all
secondary use of personal data, accessible and configurable in one
place, to be integrated with Guichet.lu



I™ Citizen Science Project specification and design
have started — inviting parties to co-create

* A playground for experimenting with citizen involvement in personal
data sharing and processing.

* It engages with volunteers only: adult residents with an interest in the
objectives of the project and a willingness to consent with our terms.

* It also serves as an experimentation ground for the Citizen Portal
project, allowing for co-creation by interested citizens.

* MVP: create a portal for volunteers to join the project, authentication
using LuxTrust, ask a minimal personal dataset (age, sex, shoe size),
ensure secure pseudonymised storage of data, extract data for
statistics, publish results back to the community.
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