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Background for the creation of LNDS:
Data reuse is a key enabler for innovation in Luxembourg

2019 – Ministry of the Economy 2020 – Ministry of Research and Higher Educa;on

4 strategic axes for 
successfully achieving 
a digital government

Developing eGovernment

Advancing administra4ve 
simplifica4on

Promo4ng digital inclusion

Ensuring data governance

2023 – Ministry of Digitalisa;on



Technology Service Enabling functions

The LNDS teams
The diverse team of experts enabling the activities of LNDS

0
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How we work
Connecting data partners through data projects

Services

Data Projects

Services

Services

Data Partners

Data 
Providers

Data 
Consumers

Impact
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How we work throughout the data journey
Capacities, tools, processes & knowledge sharing

Data 
Collection

Data 
Discovery

Data 
Preparation

Data 
Analysis

Data 
Access

Data 
Archiving

Data 
Visualization
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Our service portfolio
Design and build a service portfolio to deliver value

Infra and 
Tooling

Secure Processing 
Environment

Trusted Processing 
and Analysing 

Workflows

Data Analysis and 
Visualisa=on Tooling

Research Data 
Archiving

Compliance

Data Protec=on 
Training

ELSI and Data 
Governance 
Consul=ng

Data Processing 
Contract Support

Data 
Stewardship

Data Project Consul8ng 
and Onboarding

Data Discovery and 
Brokerage

Data Access Condi8on 
Standardisa8on

Data Access Request 
and Review

Data Management and 
Stewardship Support

Content and 
Quality

Data Cataloguing

Data Extrac8on, 
Enrichment and Merging

Iden8fier and Pseudonym 
Management

Data Quality and 
Cura8on

Synthe8c Data Factory

Data Analysis and 
Visualisa8on Support

Data Literacy Training

Community 
Service

Data Management 
Na=onal Community 

of Prac=ce

GDPR Working 
Group

Released in 2023

Priority of 2024
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Background for the creation of LNDS:
Luxembourg contributes to European data space initiatives

AI 
Regula6on

Data 
Governance 

Act
Data Act

Open Data 
Direc6ve

Common 
European 

Data Spaces

General 
Data 

Protec6on 
Regula6on

EU Data Strategy

Ongoing EU level proposals

European 
Health Data 

Spaces



Involvement on European level
Making an impact also on European and international level
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12 [Source: Daniele Rizzi (DG CNECT, G1 Data Policy
and Innovation Unit), DSSC Kickoff 13.10.22 Brussels]

Our context:
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Data sharing ecosystems evolve over time

Closed Ecosystem Open Ecosystem Federa=on of EcosystemsI II III

Legend

Roles: Par8cipant (Data Holder | Data User); Intermediary.

Data Exchanges: Shared data incl. metadata between par8cipants; Metadata between par8cipant and intermediary; Metadata between intermediaries.

Ecosystems:          Closed; Open.







From building blocks to components



Are our Ecosystems ready? 

No! 
Disjoint Data & 
Infrastructures Ecosystems

Data 
Untapped, fragmented, disjoint, no 
secure exchange mechanism

infrastructures
Segregated, non-reversible, non-interoperable, closed 
architectures, private standards

Data Ecosystem

Infrastructure Ecosystem

Network/ 
Interconn. 
Providers

CSP
(e.g. Regional, 

specialized, 
Hyperscalers)

HPC
(e.g. research…)

Sector 
specific 
clouds

EDGE

Are our Ecosystems ready? 



Gaia-X – Connect Disjoint Ecosystems

Data 
Ecosystems

Infrastructure 
Ecosystems

FEDERATION

COMPLIANCE

DATA 
EXCHANGE

Label framework
Gaia-X and ecosystem specific Labels to ease market 
adoption through autonomy and self-determination.

Advanced Services 
New (Cross-) Sector Innovations / Applications build 
from service composition.

Data Spaces / Federations
Interoperable & portable (Cross-) Sector data-sets and 
services.

Gaia-X Compliance
Decentralized services to enable objective and 
measurable trust.

Data Exchange
Anchored contract rules for access and data usage.

Gaia-X – Connect Disjoint Ecosystems



The Data Space Ecosystem Problem: ‘Trust’

The Solution

The Business Problem:
• Identify business use 

cases
• Sell inside your 

organization
• Identify potential 

federation participants
• Build consensus
• Find common business 

outcomes/interests
• Offer reciprocal and 

balanced outcomes

Common
Trust
Framework

Common 
Trust
Engine

The Technical Problem:
• Trusted participants identity
• Trusted federation services 

credentials
• Trusted federation access 

and usage mechanisms
• Trusted federation 

extensibility mechanisms 
• Trusted data-infrastructures
• Trusted federation 

governance
• Trusted federator role
• Have one-stop-place for 

trust services



Web3 and Gaia-X

It is the decentralized evolution of the web 
where participants and users can have a true 
form of ownership and control

It is driven by architectural principles ( 
decentraliza9on, seman9c descrip9on, linked 
data objects, self sovereign iden9ty, digital 
ledgers), not by adop9on of specific 
technologies

The possibilities are still the early spring phase, 
whilst crypto is already in a winter phase

It promotes digital democratization

Is web3 important for the future?

Gaia-X use and extend 
web3 principles in its 

Framework to promote 
Digital Trust as 

foundational for Digital 
democratization

Is Gaia-X supporting the web3 and why?

Gaia-X defines a new 
standard to qualify and 

verify (trust) par9cipants 
& resources in a digital 

collabora9on



https://www.gartner.com/doc/reprints?id=1-2EPA0PHR&ct=230814&st=sb&aliId=eyJpIjoiU1lTZjFWME1PcVMwMmVzayIsInQiOiJlMUhQdHczMXFpMEdwZFA2OTNDRmhBPT0ifQ%253D%253D 

Note: Personal Data Stores: not even on here!?

https://www.gartner.com/doc/reprints?id=1-2EPA0PHR&ct=230814&st=sb&aliId=eyJpIjoiU1lTZjFWME1PcVMwMmVzayIsInQiOiJlMUhQdHczMXFpMEdwZFA2OTNDRmhBPT0ifQ%253D%253D


What is valuable data?
Data? Data!

• Personal versus non-personal

• Open versus restricted

• StaIc/historical versus real-Ime/streamed

• Linked data / APIs

• For primary use versus secondary use (internal/external)

• Data Products

• Separate Data from ApplicaIons/Code



Primary vs Secondary use

• Primary

• Secondary internal

• Secondary external   



Services of different kinds
Data intermediaries: oil for the engine?

• Data space enabling services

• Personal data intermediaries, data operators, PIMS

• Data Governanance Act: data intermediation services

• Governance and business models still vague at this stage



Can we achieve automated compliance?
Regulatory technology

• Cookie notices: great, but we should do better
• Smart contracts: pending breakthrough
• Gaia-X trust framework: from concept to production
• Solid project: from concept to production
• Data Act and AI Act bring new challenges
• Enable the user to stay in control, in balance with 

economies of scale and speed of innovation



Many come from lack of 
education/information, some are real

Ethical dilemmas?

• Citizen information portals

• Optimise consent management

• Optimise data request management

• Reduce variation in legal interpretation

• Then a smaller set of real dilemmas will remain…



Ci#zen Portal specifica#on process has started – 
invi#ng interested par#es to co-create with us
• Initially: a prototype and proof-of-concept of a citizen information 

portal to ease the data subject’s rights according GDPR
• For data subjects: to be informed and to exercise their rights in a simple and 

consistent manner
• For data users: to inform about the categories and scope of data used

• Optionally: extend with a generic consent management service – 
consent management as a service
• Eventually: a citizen information portal for information on all 

secondary use of personal data, accessible and configurable in one 
place, to be integrated with Guichet.lu



Citizen Science Project specification and design 
have started – inviting parties to co-create
• A playground for experimenNng with ciNzen involvement in personal 

data sharing and processing. 
• It engages with volunteers only: adult residents with an interest in the 

objecNves of the project and a willingness to consent with our terms. 
• It also serves as an experimentaNon ground for the CiNzen Portal 

project, allowing for co-creaNon by interested ciNzens.
• MVP: create a portal for volunteers to join the project, authenNcaNon 

using LuxTrust, ask a minimal personal dataset (age, sex, shoe size), 
ensure secure pseudonymised storage of data, extract data for 
staNsNcs, publish results back to the community.




